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What do we use to monitor
firmware vulnerabilities?

Imports firmware SBOM and maintains a dependency
baseline.
Query NIST NVD for CVE and severity to prioritize fixes.
Reduces false positives and generates audit-/client-ready
PDF reports.

A SOFTWARE CREATED BY LOGIKA CONTROL.
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Operational workflow

SBOM reading in
CycloneDX and
SPDX formats.

Match libraries on the
NIST NVD database with

severity level.

Our firmware experts will take care of
false positive detection, prioritization
and feedback for any weaknesses.

Ability to generate a
SBOM report in PDF

format.



Key features
LESS NOISE, MORE REAL SAFETY.
We filter and document false positives to focus only on risks that actually apply
to the firmware.

Each individual CVE is
evaluated with a "Threat
Status" and a comment
regarding the real
existence of risk in the
specific product.



Don't miss important notes

FULL TRACEABILITY OF EXCLUSIONS.

Threat status changes during the
vulnerability monitoring process. 
We'll let you know if we fix a
vulnerability.

We keep track of all Threat status
history and new and edited comments. 
We don't miss a thing.



Key features
NOT JUST CVE BUT OPERATIONAL DECISIONS.
We transform a simple list of vulnerabilities into a clear action plan: severity,
impact, status and recommendations.

We use the CVE API to
retrieve information about
every single CVE  from the
NVD.

The NVD is the U.S.
government repository of
standards based
vulnerability management
data represented using the
Security Content
Automation Protocol
(SCAP).



Why are we concerned about this?
COMPLIANCE ISN'T JUST A REQUIREMENT,  IT'S A COMPETITIVE ADVANTAGE.

In Europe, regulations push for:
Security by design and vulnerability management.
Reporting and incident management.
Evidence of updates and maintenance over time.

SBOM monitoring makes firmware security maintenance measurable and demonstrable.

Main reference regulations:

CRA

It requires the SBOM as part of the
technical documentation and mandates
transparency into open source and
third-party components.

Cyber Resilience Act.
EU RED

The SBOM is essential for
demonstrating component control.

Protection against vulnerabilities.
Secure update mechanisms.
Patch management.

Radio Equipment Directive.

NIS2

Supply chain management software
makes the SBOM a compliance
document.

 Network and Information Security Directive.




