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Component Version Vulnerability Severity Threat Status Date
FreeRTOS Real Time Kemel V10.31 CVE-2021-315T1 CRIMICAL Open d 2021-04-22
FreeRTOS Real Time Kemel V10.3.1 CVE-2021-31572 CRITICAL Accepted - 2021-04-22
STM32HToc CMSIS 200 CVE-2021-27431 HIGH Open v 20220503
WP 212 CVE-2020-22284 HIGH Accepted d 2021.07-22
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What do we use to monitor
firmware vulnerabilities?

LOGIKACONTROL

S.B.0.M. CHECKER

e Imports firmware SBOM and maintains a dependency
baseline.

e Query NIST NVD for CVE and severity to prioritize fixes.

* Reduces false positives and generates audit-/client-ready
PDF reports.

----------

LOGIKACONTROL
S BOM. CHECKER



Operational workflow

Import SBOM Check CVE
SBOM reading in Match libraries on the Our firmware experts will take care of Ability to generate a
CycloneDX and NIST NVD database with false positive detection, prioritization SBOM report in PDF
SPDX formats. severity level. and feedback for any weaknesses. format.

Functions Vulnerability summary Total vulnerabilities: 8

Component Version Vulnerability Severity Threat Status Date
FreeRTOS Real Time Kemel V10.3.1 CVE-2021-315T1 CRIMCAL Open d 2021-040-22
FreeRTOS Real Time Kemel V.31 CVE-2021-31572 CRIMCAL Agcepted l 2021-04-22

STMIZHToc CMSIS 200 CVE-2021-2143 HIGH Open al 20220503
bR 212 CVE-2020-22284 HIGH  Accepted d 20210122
High
i L




(@) CVE Details

: False positives

R

Key features

We filter and document false positives to focus only on risks that actually apply

to the firmware.

Each individual CVE is
evaluated with a "Threat
Status"” and a comment
regarding the real
existence of risk in the
specific product.



Don't miss important notes

1
Open

Vulnerability
CVE-2021-43997
:".-l:_'.:”' =4.71] .
_al'."E __'I = 1

Vulnerability
CVE-2021-31572
CVE-2021-31571

1

Accepted

Threat Status
Irrelevant
Mitigated

Fixed

Threat Status
Accepted

Open

This vulnerability is irrelevant
This is an example comment

This is an example comment

This is an example comment

This is an example comment

1

Mitigated

Comment

Comment

1

Irrelevant

| /| Threat status changes during the
— vulnerability monitoring process.
(7] 8|  2026-02-13714:05:13+00:00 We'll let you know if we fix a
(7| & 2026-02-13714:04 41‘00@0 VU|nerabi|ity.
L7 F_:'I 2026-02-13T14:04:25+00:00
==
TirrEIE*.rant] 2026-01-16T13:43:16Z - Example Irrelevant comment.
[Mitigated] 2026-01-16T13:43:359<Z - Example Mitigated comment.
[Open] 2026-01-16113:45:41£ - Example comment.

Updated We keep track of all Threat status
&) 20260213TU:04:37400-0 history and new and edited comments.
[ | &= 2026-02-13T14:04:29+00-00 I . .
- We don't miss a thing.




(@) CVE Details
R

: False positives

Key features

We transform a simple list of vulnerabilities into a clear action plan: severity,

impact, status and recommendations.

arch CVE or lil

CVE list

hrary

ARM-software/CMSIS-FreeRTOS 10.3.1

CVEs found: 1

ARM CMSIS RTOS2 versions pr
i P

FreeRTOS Real Time Kernel V10.3.1

CVEs found: §

w0r 1o 2.1.3 are vulnerable to nteger wrap-arcund mosRixMemonyAlloc (local malloc equrvalent) function, which can lead to arbstrary memory allocation, resulting in unexpected behawor such as a crash or inpe

We use the CVE API to
retrieve information about

every single CVE from the
NVD.

The NVD is the U.S.
government repository of
standards based
vulnerability management
data represented using the
Security Content
Automation Protocol
(SCAP).



Why are we concerned about this?

In Europe, regulations push for:

e Security by design and vulnerability management.

e Reporting and incident management.

e Evidence of updates and maintenance over time.

SBOM monitoring makes firmware security maintenance measurable and demonstrable.

Main reference regulations:

It requires the SBOM as part of the
technical documentation and mandates
transparency into open source and
third-party components.

Cyber Resilience Act.

The SBOM is essential for
demonstrating component control.

» Protection against vulnerabilities.

e Secure update mechanisms.
e Patch management.

Radio Equipment Directive.

Supply chain management software
makes the SBOM a compliance
document.

Network and Information Security Directive.
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